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Information governance is taking on a much more meaningful role for organizations. If data 

security, compliance or Big Data matter to you, read on. 
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As more organizations zero in on risk management and regulatory compliance, the topic of 

information governance (IG) commands greater attention—but the concept of IG is far from 

new. However, the challenges of so-called info gov has evolved in recent years as informational 

forces—including Big Data, data security, regulatory compliance and e-discovery—converge to 

induce a much more significant meaning as a company-wide initiative with multiple objectives. 

According to research company Gartner Inc.'s definition, information governance "is the 

specification of decision rights and an accountability framework to encourage desirable behavior 

in the valuation, creation, storage, use, archival and deletion of information. It includes the 

processes, roles, standards and metrics that ensure the effective and efficient use of information 

in enabling an organization to achieve its goals." 

Whether you view Gartner's definition as the industry standard or believe the scope of IG goes 

much broader, IG has made many industry initiatives, including Big Data more than just 



buzzwords. In fact, due to the monumental challenge of managing the astronomical amounts of 

data created day-to-day, some organizations are going as far to consider allocating a C-level 

position dedicated to it. This strategy warrants serious consideration given that just three years 

ago, Gartner predicted 20 percent of CIOs in regulated industries would lose their jobs for failing 

to implement the discipline of information governance successfully by 2016. 

Although the chief legal officer is responsible for avoiding sanctions and ensuring regulations 

are followed, the legal department must also take an active role in their organization's IG 

program. 

"There are a couple of things that have evolved that have brought it back to the fore and made 

[info governance] more of a boardroom conversation," Joe Garber, vice president of information 

governance at HP, told Legaltech News in an interview. "There is a lot of information being 

created; there are a lot more regulations now that companies need to comply with, and there are 

more sanctions and more fines now." 

As more companies implement technologies that allow them to leverage Big Data, they are also 

forced to comply with regulations that enforce greater transparency and accountability of 

information. 

"There are more demands being placed on information internally; people are saying 'let me get 

more value out of my data,' which stems from Big Data as far as I'm concerned. There are 

additional demands with mobility forcing companies to think about information in a different 

way," Garber says. 

Managing the data of a modern organization is a monumental challenge, especially when 

considering the fact that IBM research showed that 2.5 exabytes (2.5 billion GBs) of data were 

created daily in 2012, a figure which has undoubtedly increased over the last three years. 

"The sheer proliferation of electronic information, it's almost like an avalanche. If companies 

peel back the layers of information, I think they would be truly shocked to know how many 

terabytes of information they have," explains Karen Hornbeck, an information governance 

consultant who worked previously with HBR Consulting. 

In the past, information governance was traditionally rooted in e-discovery to be proactive rather 

than reactive, according to Dean Gonsowski, vice president of business development and 

associate general counsel of Recommind Inc., and coupled with other practice areas. 

"Today, governance is really about bringing together a couple of key disciplines that haven't 

historically been put together. Privacy and data security were the new kids to the party," 

Gonsowki says. 

As a "perfect storm" of data and compliance issues converges with recent data privacy incidents 

such as the late-2014 Sony Pictures hack, and this year's scandal involving Hillary Clinton's use 

of a personal e-mail account to send privileged messages during her tenure as Secretary of State, 

IG is being viewed with a much wider lens. 



"You start getting a lot more of a diverse audience. For the first time all of these issues are 

coming together to accelerate this into a discipline that people care about as opposed to e-

discovery, which was more siloed," Gonsowski notes. "…Our country's view of privacy has 

changed over the past five years and will continue to change. And that to me is what really 

heightens this whole conversation." 

Regulatory Impact 

Increased state, federal, and foreign regulations regarding the management of information have 

also forced organizations to address IG needs to avoid enforcement actions, explained Mollie 

Nichols, a partner with Washington, D.C.-based firm Redgrave and a member of the Sedona 

Conference Working Group on Electronic Document Retention. 

"Increased activity by the Federal Trade Commission (FTC) and state attorneys general offices 

have reinforced the need to comply with regulations and filled the void for those companies that 

do not operate in heavily regulated industries. Industry groups, such as the PCI and Sedona have 

also furthered requirements for and awareness of good IG practices," explains Nichols. 

"Organizations are beginning to design and implement processes with an eye towards these 

requirements." 

One of the biggest regulations impacting the need for information governance is the Dodd-Frank 

Wall Street Reform and Consumer Protection Act, which introduced new requirements for 

reporting and recordkeeping of "swaps" and "derivatives" related content. This means that 

financial organizations must be able to provide relevant records associated with trades within 24 

to 72 hours of a regulator request. Failure to timely and properly respond can lead to severe 

financial penalties, sanctions, and possible loss of the ability to trade in the U.S. 

"A lot of our customers are coming to us now today asking for solutions around that. That yet 

again is another poof point why IG is coming to the forefront. Giving more organizations the 

ability to remove the fear of data disposition," Garber explained. 

Economic Drivers 

Another factor shaping the new face of IG is the cheap cost of storage, which in many cases has 

influenced organizations to hold onto almost everything, and then some. 

"In the past there were really no economic drivers for companies to just save everything forever, 

so a lot of them just did. When most records were in paper form, it was easy to just box them all 

off and put them into storage," Hornbeck says. "It's a perfect storm of a lot of things happening 

with drivers that demand certain pieces of information, things that compliance that it is really 

hard for companies to support those demands. It goes back to knowing what is being saved 

across your company and then knowing what to do with it." 

Most companies have a "keep it forever" approach, both Hornbeck and Garber say. However 

according to Garber, between 40 percent and 70 percent of corporate data doesn't need to be 



retained. New and evolving tools and technology address this issue, allowing for information 

governance with a more streamlined approach to regulatory compliance. 

"Many companies tactically approach IG on an audit basis or litigation basis and those things, in 

and of themselves, can be so daunting, that they just want to get through this litigation, for 

example," says Hornbeck. "In a perfect world these things would make them say, 'we need to do 

this smarter.' For some companies this is crippling; for the most part it is very tactical and very 

reactive." 

"Organizations are starting to say, 'if I govern my data more effectively…I can then get to the 

important stuff, the information I need to leverage, and to do that much more effectively, more 

quickly and cost-effectively,'" Garber says. 

Big Data and E-Discovery 

As the volume of data created by organizations expands s, so too does the definition of 

information governance. 

"Seven years ago, companies were more focused on a small set of data for a small set of users. 

But, today, organizations are seeing that the volume of data is forcing them to govern data more 

and they are also focused on getting more value from that data," Garber explains. "The circle is 

being drawn bigger, they are touching more users in the organization." 

The business case for IG has become more apparent due to the increasing promotion and use of 

techniques that analyze large data sets. This alone has influenced companies to view their 

information as a valuable asset, according to Nichols. 

"The analysis of customer data can unlock further opportunities to serve customers and reduce 

operating costs," she says. "These factors create an interesting dichotomy between calls to 

decrease data retention time periods for security, privacy, and records management needs and the 

potential benefits of analyzing historical customer data." 

In addition, the increased reporting and public awareness of data breaches have driven 

companies to incorporate IG priorities into their strategic planning, Nichols adds. 

"Although often difficult to quantify, organizations would rather invest resources in IG to avoid 

the negative public relations associated with a lapse in information governance," she says. 

"Recent stock price drops related to data breaches have also increased pressure in the boardroom 

to plan effectively to avoid IG issues." 

If you rewind 10 to 15 years ago, there was very much a similar problem within e-discovery in 

that legal cared about the problem but didn't have the tools, the budget, the access or the 

resources to manage it. In the same way, information governance is not as aligned with IT as it 

needs to be, Gonsowski says. 



"People are understanding more the nature of the problem. It is very hard to be siloed now," he 

says. "That sort of siloed view is not helpful organizationally. To me it is a combination of 

moving up the chain but broadening the perspective on their definition of info governance." 

By all accounts, information governance as we know it today is in the early innings of 

development and adoption. But that doesn't mean that it's too early for organizations to start 

considering the possibility of a senior-level position dedicated to IG, an investment that could 

bring stronger compliance and more strategic use of data to achieve business objectives. 

"I absolutely think it is a necessity, but I don't think the majority of companies are there yet. 

From now through the coming four to five years, we will at a minimum see C-levels getting the 

right people in the same room to have those necessary conversations to really see the areas where 

IG is needed," Hornbeck predicts. 

"But if a company wants to achieve an IGO position, they really could drive the education and 

awareness of this, and doing things upfront can save them a big amount of money from 

sanctions, fines, and reputation aspects. I think most companies know there is a value in it but 

taking the action of putting someone in that place is a ways off. Most companies are struggling 

even to make sure they have a CIPO. Until they get there, I don't think we will see a dedicated 

IG role." 

Taking Proactive Steps 

A decade ago, organizations were taking a boil-the-ocean approach. But this method was far 

from an effective strategy for businesses, according to Garber, who suggests that today 

businesses start small when it comes to their information governance efforts. 

"HP has made it a little more bite-sized, for example, focusing on legacy data, or a certain 

geography. We migrate that information to an active repository like a records management 

system to leverage that going forward. It takes some of the 'boil the ocean' approach out of it 

allows you to build a business case for additional projects. If you are starting small you have the 

ability to govern a certain amount of information." 

 

Read more: http://www.legaltechnews.com/id=1202727858316/InfoGov-Not-Just-Another-

Pretty-Buzzword#ixzz3bqPiT147 
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